


One in every 99 em ails is a  phishing  a ttack, using  m alic ious links and 

a ttachm ents as the m ain vec tor. Of the phishing  a ttacks we ana lyzed, 25% 

bypassed Office 365 security, a  num ber tha t is likely to inc rease as hackers 

design new obfuscat ion m ethods tha t take advantage of zero- day 

vulnerab ilit ies on the p la tform .
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Phishing occurs when an attacker sends a  com m unication ?  usually an em ail ?  to an individual 

a ttem pting to influence them  to open an infected file or click on a  m alicious link to a  page that 

will request credentia ls or drop m alware. Once the victim  clicks, the crim inal can upload m alware 

and engage in other insidious acts that will enable prolonged access to the system .  (2018 Verizon 

Data  Breach Investigation Report)

Over the past  decade, phishing  a t tacks have becom e the m ost  w idespread em ail 

threa t  to organiza t ions around the g lobe. As security solut ions designed to b lock these 

a t tacks have grown m ore advanced, the sophist ica t ion of these a t tacks have kept  

pace, evolving  to evade detec t ion. 

Cloud based em ail, w ith a ll of its benefits, has ushered in a  new era  of phishing  a t tacks. 

The nature of the c loud provides even m ore vec tors of which hackers take advantage, 

and even broader access to c rit ica l da ta  when a  phishing  a t tack is successful.

ABOUT THIS REPORT

Avanan has unique insight  into the current  phishing  landscape due to our c loud- nat ive 

architec ture. Our software connects via  API inside of the c loud, c rea t ing  key 

advantages over convent iona l solut ions to em ail security, which sit  outside (such as 

em ail ga teways). For this reason, it  can detec t  and ana lyze phishing  a t tacks tha t  have 

evaded Office 365 and Gm ail security. Scanning  a fter the default  security but  before the 

inbox, the p la t form  ca tches phishing  em ails tha t  bypass a ll other exist ing  security 

layers.

As our research team  consistent ly rea lized tha t  this approach offered  new insights into 

how a t tacks m ake it  to the inbox, we felt  com pelled  to com bine the da ta  and m ake the 

follow ing report  ava ilab le. 

INTRO
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55.5 Million

EMAILS ANALYZED

INDUSTRIES

Finance Hea lthcare

Construct ion Consult ing

EducationReta il

COMPANY SIZE

20 users 100,000 users

PLATFORMS

Manufacturing

Governm ent

Technology
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THE RESEARCH



OVERVIEW

TOTAL

EMAILS
ANALYZED

PHISHING
EMAILS

PERCENTAGE
PHISHING

52,379,886

3,120,114

55,500,000 561,947

15,700

546,247

1.01%

0.5%

1.04%

For m ost  organiza t ions, phishing  is the num ber one em ail security threa t , 

outranking  both m alware and ransom ware. We ana lyzed over 55 m illion em ails to 

p rovide a  c lear p ic ture of the threa t  landscape.

One in  every  99 em ails is 

a  ph ish ing  a t t ack.
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OFFICE 365 DEEP DIVE
In our ana lysis of over 52 m illion em ails sent  to Office 365, we scanned every 

em ail a fter the default  security, a llow ing us to see not  only the phishing  a t tacks 

tha t  were caught , but  a lso those tha t  were m issed. This gave us deep data  on 

every phishing  a t tack caught  or m issed, and how they were c lassified .

whitelisted  *

by adm in config

49%
m arked as 

c lean by EOP

m arked as 

spam  by EOP

m arked as 

phishing  by EOP
20.7%

25%

5.3%

30.3% of ph ish ing  em ails sent  t o organ iza t ions 

using  Off ice 365 EOP w ere delivered  to t he inbox.

* These are phishing em ails that are not blocked due to adm in configurations  set up by 

the organization that inadvertently whitelist em ails that would otherwise get blocked.
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How  ph ish ing  em ails w ere t rea ted  by  Off ice 365 Exchange On line Protect ion  (EOP)

Delivered to inboxNot delivered to inbox
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PHISHING VECTORS
What type of phishing  a t tack is m ost  com m on? We looked a t  561,947 phishing  

a t tacks and broke them  down into four vec tors, each illust ra t ing  a  d ifferent  

approach taken by the bad ac tor. 

Spearph ish ing

Extort ion

Credent ia l 
Harvest ing

Malw are 
Ph ish ing

0.4%

8%

40.9%

50.7%

Over ha lf  of a ll ph ish ing  

a t t acks conta in  m a lw are.

5
© 2019 Avanan. avanan.com



LEARN THE PHISHING VECTORS
SPEARPHISHING (0.4% of phishing  a ttacks)

Although spearphishing  is fa r less com m on than the other three vec tors, it  often has 

the la rgest  im pact . Spearphishing  a t tacks ta rget  high level em ployees who have 

access to either com pany finances or other sensit ive inform at ion. Their goa l is to 

estab lish t rust  and urgency to convince the rec ip ient  to com ply w ith the ask. These 

phishing  a t tacks can a lso be the m ost  d ifficult  to detec t , g iven the lack of 

a t tachm ents or links tha t  can be flagged by ant i- phishing  tools. They rely on soc ia l 

eng ineering , ra ther than technica l bypass m ethods, to deceive  ta rgets into 

surrendering  a  wea lth of inform at ion.

COMMON TRAITS OF 

SPEARPHISHING EMAILS

Im personates or sent to a  senior 

em ployee (C- level/VP/HR/Accounting)

Doesn't  conta in a  link or a ttachm ent

Sense of urgency to com plete a  

m anua l task.
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LEARN THE PHISHING VECTORS
EXTORTION (8% of phishing  a ttacks)

The d ig ita l form  of b lackm ail, extort ion em ails a re a lm ost  a lways are a fter m oney. 

The sender of the phishing  em ail w ill c la im  to have com prom ising  inform at ion about  

the rec ip ient . But  unlike spearphishing , these threa tening  em ails a re usua lly sent  

en- m asse, m eaning  tha t  the content  of the m essage is usua lly vague.  In order to 

lend authority to their c la im , the a t tacker typ ica lly lists the vic t im 's current  or past  

password  tha t  was obta ined from  a  da ta  leak and sold  on the dark web.

COMMON TRAITS OF EXTORTION 

PHISHING EMAILS

Cryptocurrency wa llet  address

Threats to b lackm ail the rec ip ient

Conta ins rec ip ient 's password  

(ob ta ined from  database leak)

Im personates rec ip ient
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LEARN THE PHISHING VECTORS
CREDENTIAL HARVESTING (40.9% of phishing  a ttacks)

Credent ia l harvest ing  a t tacks lure the vic t im  into d ivulg ing  persona l inform at ion tha t  

g rants access to online accounts or persona l finances. Credent ia ls range from  em ail 

passwords to c red it  card  num bers. Usua lly, c redent ia l harvest ing  im personate 

t rusted  brands like Am azon to t rick the rec ip ient  into entering  their usernam e and 

password  in a  spoofed log in page. With these c redent ia ls, hackers take over the 

vic t im 's account  or  sell the inform at ion on the b lack m arket  in bulk.

COMMON TRAITS OF CREDENTIAL 

HARVESTING PHISHING EMAILS

Trusted brand logo

Link in the em ail body or an 

a ttachm ent (.docx or PDF)

Act ion item s tha t c reate a  sense of 

urgency to c lick on the link

Link in em ail leads to a  log in page.
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LEARN THE PHISHING VECTORS
MALWARE PHISHING (50.7% of phishing  a ttacks)

This vec tor uses a  phishing  em ail to insta ll m a lware on the rec ip ient 's device. These 

a t tacks often bypass t rad it iona l m a lware scans since the em ail itself is not  

m a lic ious; instead, the em ail conta ins a  link tha t  t riggers a  download of m a lic ious 

content  (known as a  trojan) or has a  m alic ious a t tachm ent.

COMMON TRAITS OF MALWARE 

PHISHING EMAILS

Has an a ttachm ent

Conta ins a  link tha t triggers a  

file download
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PHISHING INDICATORS
The signs of a  phishing  a t tack can be subt le and inconsistent , m aking  them  hard  to 

detec t . As you can see below, there are p lenty of reasons why a  leg it im ate em ail m ay 

possess t ra its tha t  a re com m on in phishing  em ails. This is why it  is vita l you use an 

ant i- phishing  solut ion, which can ana lyze these subt le t ra its w ith autom ated prec ision.

Leg it im ate Phishing

Conta ins a  Goog le Drive link

3%

97%

4%

96%

From  a brand

5%

95%

Conta ins a  shortened link

9%

91%

Sent to und isc losed rec ip ients

35%

65%

%

98%

Conta ins a  link to a  WordPress site Conta ins a  c ryp towallet address

2%

Over 1 in  3 em ails conta in ing  a  link 

t o a  WordPress sit e is ph ish ing .
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BRAND IMPERSONATION
We d iscovered an a la rm ing sta t ist ic : out  of every 25 branded em ails, it  is likely 

tha t  a t  least  one is a  phishing  em ail. These em ails im personate t rusted  brands to 

get  you to c lick a  m alic ious link or surrender persona l inform at ion on a  spoofed 

land ing  page.

Microsoft  is by fa r the m ost  im personated brand throughout  the year. 

During  the holiday season, however, Am azon surpasses Mic rosoft .
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38%

43%

9.7%

2.5%
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PHISHING TREND OF THE YEAR

Obfuscat ion m ethods are the m ost  advanced phishing  

a t tacks, leverag ing  spec ific  vulnerab ilit ies in Office 365 

security layers. Hackers ob fuscate the URL, m aking  it  

unrecognizab le to Office 365 security, which fa ils to 

b lacklist  the m alic ious content . With this st ra tegy, 

hackers can use URLs tha t  a re even known to be 

m alic ious, because Microsoft  won't  recognize the form at 

of the URL.  And because EOP and Advanced Threat  

Protec t ion (ATP) use the sam e first  layer of em ail body 

parsing  (though ATP has a  unique a t tachm ent parser), a ll  

em ail body obfuscat ion m ethods we tested  effec t ively 

bypassed both security layers of Office 365.
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OBFUSCATION

URL OBFUSCATION EXAMPLE

Why  ob fusca t ion  is effec t ive

These m ethods are designed  to not  only fool the rec ip ient  but  a lso system at ica lly 

bypass em ail security scans.

Obfuscat ion m ethods have been used in som e of the m ost  notab le a t tacks in the 

past  year. During  tha t  t im e, our security team  has uncovered severa l high- profile 

ob fuscat ion m ethods. Most  notab ly, the BaseStriker a t tack used <base> tags in the 

htm l of the em ail to sp lit  links into m ult ip le parts, m aking  them  unrecognizab le to 

Mic rosoft  SafeLinks. Most  recent ly, the NoRela t ionship  a t tack bypassed Proofpoint  

and EOP by rem oving  m alic ious links from  the rela t ionship  file to confuse link 

parsers, which scan Office docum ents like PowerPoint , Word , and Excel.

Obfuscat ion m ethods m ake up a  very sm all percentage of a t tacks ?  likely 

because  hackers intent iona lly lim it  its usage in order not  to expose the 

vulnerab ility. Typ ica lly, we observe these a t tacks use m alic ious log in pages and 

links to m alic ious a t tachm ents tha t  detonate m alware.

<a href="https:/ /m a lware.com ">Link</a>

<a href="https:/ /m a lw&# 8204are.&# 8204com ">Link</a>

MALICIOUS LINK OBFUSCATED WITH 

ZERO- WIDTH SPACES

MALICIOUS LINK 
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PHISHING TREND OF THE YEAR

OBFUSCATION TYPES

At their core, ob fuscat ion a t tacks rely on the em ail being  rendered to the end- user 

d ifferent ly than how it  appears to the m achine- based security layer. The genera lized 

groups of ob fuscat ion inc lude:

- Rare /  unused, yet  leg it im ate em ail form ats tha t  a re not  p roperly parsed by the 

security layer, but  a re presented by the em ail c lient  to the end user.

- Ma lform ed em ail bod ies and  a t t achm ents tha t  confuse the security layer parsing  

the htm l, but  a re st ill p resented by the em ail c lient  as if the m essage and its 

contents were leg it im ate and sa fe.

- Hidden characters in  t he em ail body  and links fool the m achine- based security 

filter to ana lyze content  d ifferent ly than what  w ill be presented to the end- user.
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Hackers ed it  the htm l of the em ail body to confuse natura l language 

processing  or hide URLs from  detec t ion technology.

Em ail Body

Attachm ent
Hid ing  m alic ious links w ithin an otherw ise benign a t tachm ent to 

take advantage of the d isconnect  between em ail link scanning  

and a t tachm ent scanning  technology.
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CONCLUSION
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Phishing  a ttacks are becom ing inc reasing ly sophist ica ted and d ifficult  for 

hum ans and m achines a like to detec t. Em ployees are bom barded with 

spearphishing , extort ion, c redent ia l harvest ing , and m alware a ttacks. Yet Office 

365 and Gm ail cannot reliab ly b lock em ails conta ining  m alic ious language, links, 

or a ttachm ents.

Avanan's ana lysis of 55.5 m illion em ails in this report  exem plifies how hackers 

succeed a t deceiving  organiza t ions of any industry and size. At the sam e t im e, it  

a t tests to Avanan's rich insights into the phishing  landscape, and how Avanan 

can ident ify the evolving  m ethods hackers use to evade detec t ion.

As phishing  a ttacks cont inue to wreak havoc  across the g lobe, Avanan is uniquely 

posit ioned to protec t com panies from  the threats tha t Office 365 and Goog le 

m iss. Unlike other em ail security solut ions, Avanan sits inside the em ail p rovider's 

c loud, stopp ing threats a fter the em ail p rovider has scanned but before they 

reach the inbox. 

Avanan is the fina l line of defense for g loba l com panies looking  to secure their 

em ail from  the unrelent ing  efforts of hackers.
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ABOUT AVANAN

Avanan augm ents the security of c loud- based em ail, m essag ing, and file- sharing  

across enterprise p la tform s inc lud ing  Office 365? , G- Suite? , and Slack? . It  dep loys 

in m inutes via  API to b lock phishing , m alware, da ta  leakage, account takeover, 

and shadow IT. The c loud- nat ive p la tform  is a  core com ponent of lead ing security 

vendor solut ions, and dep loys best- of- b reed technolog ies from  trusted partners 

inc lud ing  Check Point, Last line, and FireEye.



Avanan is a  c loud- na t ive secur it y  p la t form  for  com m unica t ions and  collabora t ion . 

Learn m ore a t  avanan.com


